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Release Notes Version 2.2

Bkav:. SIEM Collector for DC
Phan mém Quan ly va phan tich
su kién an toan thong tin

Thu thap dirliéu, tién x{r ly va van chuyén
log trong thoi gian thuc d& phat hién
sdm cac bat thuong, cac cudc tan cong
c6 chua dich va vi pham chinh sach an " &

toan thong tin cla co quan, t0 chure,
doanh nghiép, dong thai co chic nang I
luu trir dir liéu thd phuc vu céng tac ho

trg diéu tra, xtrly sw co —

Tinh nang

= Co6 kha nang tiép nhan log ctia 04 nguén log thiét yéu: thiét bi mang (Router, Switch), thiét bi bao mat
(Firewall, IDS, Endpoint server), hé diéu hanh (Linux, Windows), img dung (Web, Mail, DNS, DHCP).
Ngoai ra c6 kha nang thu thap log, alert tir cac Agent. K&t ndi dén cac thiét bi an ninh: Network
Inspector, GatewayScan & AntiSpam.

Index Tinh trang Trang thai Primary shards Replicas Docs count

green open : ) 84962
07 green open
...green open
open
open
open
open
7 green open . 25091
green open ) 0
green open ) 9742
green open
20... green open
green open
23... green open

so-syslog-2023.04.07 green open
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= Thu thap dir liéu tir cadc ngudn trong hé thdng mang, thiét bi theo dinh dang cé san va ho trg tuy
bién cau hinh dinh dang dir liéu méi

Ingest Pipelines

Define a pipeline for prep!

(Phan mém cung cap san cac bé strly doi vdi dir liéu tir cac thiét bi/hé théng mang phé bién.
Néu chua cé bé xur ly tuong ung, ngudi dung co thé tu'thiét 1ap b xur ly dir liéu)

= K&t noi, thu thap va déng bo dir liéu vé tinh trang lay nhiém ma ddc tir hé thong phong chéng ma
doc tap trung

= Tién xtrly dirliéu raw log (chuan héa log tién phan tich)

input {
syslog {
port => "5047"
tags => ["syslog", "external"]
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= Tién xtrly dirliéu raw log (chuan héa log tién phan tich) (tiép)

1 filter {

2 1if [@metadata] [input][tcp] [source] and ![host] {

3 mutate {

4 copy => {

5 "[emetadata] [input] [tcp] [source] [name]" => "[host] [name]"
6 "[@metadata] [input] [tcp] [source] [ip]" => "[host][ip]"
7 1

8 }

9 1}

10 }

11

Luu trirraw log full packet tai Collector

[root@Sensor pcapl# ls

1680369172622639
1680369234177675
1680369296116535
1680369357170634
1680369418171646
1680369480099621
1680369541126679
1680369603116816
1680369664133400
1680369725135801

1680454632141135
1680454694140418
1680454755169071
1680454816205202
1680454878140382
1680454939996017
1680455001175996
1680455063170615
1680455125163213
1680455186341088

1680590431113266
1680590493095143
1680590554100361
1680590616098152
1680590677534183
1680590739102770
1680590800130453
1680590862106423
1680590923133186
1680590984173700

1680675877109141
1680675938126613
1680675999298132
1680676061166230
1680676123140052
1680676184444019
1680676245446524
1680676307124487
1680676368128366
1680676429129147

1680761346115158
1680761407123351
1680761469114278
1680761530129588
1680761592109327
1680761653142354
1680761714377750
1680761776145438
1680761838115173
1680761899148152

= Phat hién cac dau hiéu bat thuong, nghi van, truy cap doc hai theo thai gian thuc

SO HANH VI KET NOI C&

= Can bang tai: nang cao nang luc xtr ly thong qua viéc phan phai luong dir liéu téi cac thanh phan xdr

ly song song

1332 |}

1333 output:
enabled: true
hosts:
"Receiverl:5644"
— "Receiver2:5644"
loadbalance: true
worker: 2
bulk_max_size: 2048

1334
1335
1336 -
1337
1338
1339
1340
1341

= Ho tro xtrly dirliéu: 10 Gbps
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= Ho6 tro kha ndng phat hién tan cong xam nhap va malware.

@® Explore &€ 3 sodids

= Cho phép nhan dang tat ca img dung mang cua Data Center (DC), S&/ban/nganh,
Quan/huyén/thanh phé va du phong dugc trong tuong lai. SIEM Collector cho phép nhan dang céac
(g dung ma don vi s&r dung. Ngudi dung c6 thé tuy chinh danh sach img dung dugc str dung trong
don vi ctia minh.

= Dir liéu dugc giam thiéu tlr PCAP sang metadata vai ti 1&: 100:1 (SIEM Collector cé kha nang chuyén
d6i PCAP sang metadata véi ty 1é nén dat 100:1).

= Céac dir liéu dugc bat nhu Network, Server, Ung dung, ngudi dung, syslog sé& dugc chuy&n déi thanh
dang JSON metadata, gtri vé Bo nhan dir liéu (Receiver) tai trung tam.

= Cam bién co thé dugc str dung nhu mot céng cu dé phan tich cu phap va chuyén tiép log. SIEM
Collector c6 thé dugc sir dung nhu mét cam bién giam sat luu lugng mang hay mét diém tié€p nhan
dirliéu log tir cac thiét bi diém cudi d& chuyén chung t6i thanh phan xdr ly trung tam.
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= C6 kha nang bat cac théng tin sau: Thong tin tir Lop 2 dén Lép 7 bao gom céac loai dir liéu
Network, Server, ing dung, nguai dung, syslog.
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client.bytes

client . ip

client.ip_bytes
client.packets

client . port
connection.bytes missed
connection.history
connection. local.originator
connection.local. responder
connection.state
connection.state_description
destination.ip
destination.port
ecs.version

event.category
event.dataset
event.duration

event.ingested

client.ip

client.port
destination.ip
destination.port
dns.answers.name
dns.authoritative
dns.highest_registered_domain
dns.id
dns.parent_domain
dnsz.parent_domain_length
dns.query.class
dns.query.class_name
dns.query.length
dns.query.name
dns.query.rejected
dns.query.type
dns.query.type_name
dns.recursion.available
dns.recursion.desired
dns.reserved

dns. response .code

dns. response . code_name
dns.subdomain
dns.subdomain_length
dns.top_level domain
dns.truncated

dns.ttls

ecs.version
event.category

event.dataset

114847

192.168.188.281

118683

89

49998

33384

ShADadGFf

true

true

SF

Normal SYM/FIN completion
192.168.186.268

4506

1.12.8

network

conn
B8.817583976821899414
2823-11-28TB4:87:28.20892

192.168.108.166
59286
192.168.18060.1
53
192.168.108.166

true

6

1
C_INTERNET
14

e
8
NOERROR

bti

network

dns
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= C6 kha nang buffer dir liéu. SIEM Collector s& hitu co ché bufer dir liéu trén RAM hoac Disk.

= Lam giau dir liéu v&i cac théng tin: Hostname, thong tin ngudi dung, Threat Intelligence va Vi tri.

= Giam thiéu, chuyén déi, twong quan, c6 kha nang tim kiém, kha nang truy xuat bao céo va kha nang
hanh dong. SIEM Collector ¢6 kha nang gidm thiéu, chuyén doi cling nhu tuong quan su kién dé
phat hién cac hanh vi bat thutng xay ra trén mang. Nguon dir liéu nay co thé dugc truy xuat phuc vu
cong tac diéu tra hay lap bao cdo. SIEM Collector ciing c6 kha nang dua ra cac hanh dong phan img
trén cac diém cudi noi ma né dugc két noi.

= Co6 kha nang diéu khién tir trung tam:
v" C6 kha nang nang cap tirxa

v" C6 kha nang khai dong lai tirxa
Phién ban hién tai
Loai Tinh trang Phién ban 3 san xual Thai gian cap nhat

grafana init

onion init

= C6 kha nang quan tri, cau hinh tir trung tam
Danh séch tudng Iira

Quan Iy nhém ludt + Thém méi ludt tudng lira

Minion Nhém

Tatcad Tatcd

Tén Nguén Chain Giao thic Hoat déng MG ta

Tiep nhan Syslog 192.168.100.222 INPUT tep ACCEPT Tiep nhan Syslog TCP

= Co6 kha nang thu thap luu luong mang qua mirror port hoac thiét bi tap. SIEM Collector c6 thé str
dung két hop vai mirror port hay cac thiét bi nhu TAP nham mang lai hiéu qua giam sat tdt nhat.
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